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What is it?
Yoti Sign is Yoti’s solution to document signing. It allows you to electronically sign documents both
with and without a Yoti.
We have some FAQs on Yoti Sign here:
https://yoti.zendesk.com/hc/en-us/sections/360000855254-Yoti-Sign
We have a dedicated web page here: h
 ttps://www.yotisign.com/
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Information collection and use
● We collect information from those using Yoti Sign to send and sign documents so that the service
works as it is supposed to.
● We also collect some device information as part of our analytics.

Setting up your Yoti Sign account
To set up and administer your Yoti Sign account we collect the following information.
● Organisation name
● Organisation address
● Contact name and email address
● Email addresses of the people you want to have access to your organisation’s account.
● VAT number (optional)
Our team may use these details to contact you about taking part in user testing.
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Document senders
Information

Use

Email address
Password (if using
email login)

To set up your Yoti Sign account and to log in.

Documents you
upload

Store the document.
Send it to those you want to sign the document.

Information about
recipients you enter:
Name
Role (this field is only
available for multiple
people signing the
same document)
Email address
Unique reference (for
bulk signing)

To send the document to the recipients for signing.
Only the name and email address are mandatory.
The unique reference is optional and allows you to identify users individually,
for example, if they have the same name.
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Attributes of
recipients you can
request:
Email (compulsory)
Name
Gender
Address
Date of Birth
Phone number
ID photo
Nationality

To populate the document that you are sending to the recipient to sign.

Reminders you set

Send reminder emails to those who haven’t signed the document.

Information on when
documents are sent,
viewed and signed.

This information creates an audit trail that the sender can access. This audit
trail can be used in court if necessary.

Information on when
emails are delivered
and opened.

This information includes the IP address of the sender when they send the
document, and the IP address of the person signing the document the first
time they open the email, the first time they click on the email link to open
the document, and when they sign the document.
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Billing

We use a third-party payment provider, Stripe, for invoicing and billing. We
provide relevant organisation and billing contact details, transaction and
pricing information to Stripe for your account so they can correctly invoice
you. Where you have the opportunity to provide card details directly within
Yoti Sign, we do not store these and they are sent directly to Stripe.

Document signees
Information

Use

Email address

Your email address is how you send and receive documents within Yoti Sign.
Where you sign documents using your Yoti (Yoti authentication): your email
address is used to authenticate you.
Where you sign documents using only your email: where the document
sender chooses not to require Yoti authentication they provide your email
address. You then receive an email with a link to the document for you to
sign.
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Attributes (personal
details) specified by
document sender

To populate the document with your details and sign it. These are stored in
our database and used to update tags. The document sender can also use
your details to search for particular users in a large document, for example,
to check for runners in a liability waiver document.

Information on when
documents are sent,
viewed and signed.

This information creates an audit trail that the sender can access. This audit
trail can be used in court if necessary.

Information on when
emails are delivered
and opened.

This information includes the IP address of the sender when they send the
document, and the IP address of the person signing the document the first
time they open the email, the first time they click on the email link to open
the document, and when they sign the document.

Information on the
Yoti QR code scan to
share details and sign
the document.
Feedback and email

If you send feedback to our Customer Support we will use that information
to get in touch with you to resolve your issue or to acknowledge your
feedback.
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Deleting your information
The organisation account administrator can contact us to remove individual users from their Yoti Sign
organisational account but this will not delete the Yoti Sign account. The documents remain for the
document sender and any individuals who signed them.
We currently keep the documents indefinitely, to preserve the audit trail and so we can produce the
signed documents if necessary and allow any court to validate that the document was signed through
the platform and has not been tampered with. However you should export your executed Documents
and should not soleye rely on Yoti continuing to store Documents for you. Please also see our terms
and conditions for more information on this.

Demo environment
This is a testing environment.
During testing any information you share during a Yoti share will be your real personal information but
we encourage you to use dummy data and documents for testing.
As it’s a testing environment, the logs will contain the document name (which they don’t in Yoti Sign
production) so we can help you with troubleshooting. We will regularly delete all the data in the test
environment.
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Information sharing
You choose to share your personal information with an organisation when you use Yoti Sign to
electronically sign a document.

Other companies’ use of your personal information
If you choose to share your information with a third party by signing documents using Yoti Sign, those
third parties may choose to use that information to communicate with you or they may share that
information with others. We advise you to read the privacy notices of any organisation you share your
information with to understand how they will use your personal information.
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Security and data location
We keep Yoti Sign data encrypted in AWS EU datacentres.
Yoti has the decryption keys but we have access controls in place to limit which staff have access to
the server. Our staff may need access to troubleshoot problems and manage the server in emergency
events.
If we decide or are obliged to send or store your personal information in another country, we will
update this section to describe the protections we have put in place.
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Your rights and choices
Please see below for the rights that apply to Yoti Sign personal information.
Please send any rights requests to: p
 rivacy@yoti.com

Access rights
You are entitled to know what personal information we hold about you and to receive a copy of it.
You provide all the personal information we hold about you in Yoti Sign so you can access this at any
time by logging into it.
You can get a copy of this data by by taking a screenshot or by using your browser’s 'Save as' function.
You can access and download Yoti attributes from within the app.

Correction rights
You are entitled to correct personal information we hold about you that is inaccurate.
You provide your email address when you use Yoti Sign and if you use Yoti to share personal
information, these details come from your app.
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If you have provided personal information as part of signing a document that is no longer accurate,
please contact the person or organisation who sent you the document.

Deletion rights
In certain circumstances you are entitled to ask us to delete the personal information we hold about
you.
If you want to stop using Yoti Sign and / or delete all the information you have provided, you can
contact us. Please see ‘Deleting your information’ in the ‘Information collection and use’ section.
If you want to close your Yoti account you can do so from within the app.
You may also find these FAQs helpful:
https://yoti.zendesk.com/hc/en-us/sections/202203845-Managing-my-Yoti-account

Objection rights
In certain circumstances you are entitled to object to Yoti processing your personal information.
There are unlikely to be any circumstances when this right applies to Yoti Sign personal information. If
you want to contact us about your objection rights, please email: privacy@yoti.com
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Restriction rights
In certain circumstances you are entitled to ask us to restrict our processing of your personal
information.
You can ask us to do this if:
● you dispute the accuracy of your personal information;
● our processing is unlawful but you prefer restriction to deletion;
● we no longer need the information but you need it for legal reasons; or
● you have objected to our processing and we are still dealing with this objection.
If you want to contact us about your restriction rights, please email: privacy@yoti.com

Portability rights
In certain circumstances, you are entitled to receive the personal information you have provided us in a
structured, commonly used and machine-readable format.
This right is most likely to apply to information you have provided as part of using Yoti Sign to send or
sign documents
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You can receive the Yoti app attribute information you provide to Yoti Sign by using the ‘download data’
function in the app.

Complain to the ICO
You can also complain to the Information Commissioner's Office (ICO) who is responsible for making
sure that organisations comply with the law on handling personal information.
https://ico.org.uk/global/contact-us/
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Cookies
See the ‘Cookies’ heading in the ‘General’ section for more information on what they are, why we use
them, and what controls and choices you have.
Name of the cookie

Type of cookie

What we do with it

yoti_sign

Strictly necessary cookie

A session cookie to allow you to
log in.

yoti_sign.sig

Strictly necessary cookie

A security cookie to prevent
someone else from logging in as
you.

session

Strictly necessary cookie

A session cookie that logs you
out if you close the browser.

sender.sig

Strictly necessary cookie

A security cookie to make sure
no-one can tamper with the
session cookie.

yotisign_ignoreCookieBanner

Functionality cookie

Used to know that you have
seen the cookie banner, and so
not to show it you again.
Back to top
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yotisign_snowplowTracking

Analytics cookie

This cookie implements the
analytics for actions you take on
your device, as described in the
analytics section.
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Analytics
Understanding how people use Yoti Sign is essential. We need to know what’s working, and what isn’t,
so we can improve. As a business, we need to know how many people are using it, where they are in
the world, and which aspects are most popular.
We collect information about your device and your use of our websites using in-house and third-party
analytics. We de-identify and aggregate the information we collect so we can’t identify you personally.
Unlike most other companies, we don’t build individual profiles of the people who use Yoti Sign. We
simply look for trends and patterns to inform business decisions.
You can opt out of certain analytics in the app. Some information is shared automatically when you
use our products, and we can’t turn this off.
See the ‘Analytics’ heading in the ‘General’ section for more information on what they are, why we use
them, and what controls and choices you have.
See below for the specific analytics we use in Yoti Sign.
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In-house and Google Analytics
Using our in-house software, and using Google Analytics, we collect some information from users and
some information on when certain things happen as you use Yoti Sign. This information includes
information about your phone, such as make and model, operating system, app version and screen
size information. Our in-house software does not identify you personally.
We have two types of in-house analytics when you are using our products: information created when
you take actions on your device; and information created automatically by our internal systems when
things happen.
Examples of information created when you take actions on your device.
●
●
●
●

Clicking buttons or links
Viewing documents
Uploading documents
Error messages when things don’t work

Examples of information created automatically by our internal systems when things happen.
● Documents sent / signed
● Whether the e-mail was delivered
● Whether documents are signed using e-mail only or using Yoti
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We currently collect limited analytics for when you take actions on your device, as set out in the
examples above. We use a cookie to implement these analytics so you can opt out by changing your
browser settings to refuse cookies.
We cannot turn off the information that is created automatically, so you cannot opt out of this.
Our in-house analytics assigns a randomly generated identifier to each user, with a different identifier
for each product used. This means we cannot cross-reference the identifiers to understand what Yoti
products you are using. We use an identifier so we can understand things like whether a count of
certain actions is one user repeating an action, or multiple users each doing the same action. This
helps us to understand things like where many users are having problems.
Even with the identifier, we take steps to make sure that the information we collect is de-identified so
that it is not associated with an identifiable user. For example, we receive a country location, but we do
not keep the data that provided that information, such as any device data or your IP address.
The information from our in-house analytics and Google Analytics provides us with statistics on things
like:
●
●
●
●

how many users we have in total and for each price plan;
the numbers of documents uploaded, sent and signed in a given time period;
how many users sign documents with email only and how many use Yoti;
aggregate types and numbers of data fields and attributes used;
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● aggregate time taken at each stage and where users drop out of the process;
● whether we have a lot of unsigned documents across the product or only a few senders with lots
of unsigned documents;
● aggregate numbers of emails delivered and opened;
● percentage of users who sign after a first reminder, a second reminder and so on;
● what advertising campaigns people clicked through from to get to our website.
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Past versions
We changed how we present our privacy information in January 2019 to distinguish between general
information and product-specific information. You can find previous versions of the entire privacy
information under the ‘Past versions’ heading in the ‘General’ section. We will add here past versions of
the Yoti Sign privacy information if it has been updated.
14 January 2019
21 February 2019

What’s new
● Information collection and use section: we have updated the login for senders and use of email
for authentication of signees signing with Yoti Auth.
● Demo environment: we have updated information about our testing environment.
● Deleting your information: we have updated the section on deleting your information.
● Information collection and use section: we have added a section about setting up your account.
● Cookies and Analytics sections: we have added information on an analytics cookie we will start
using for Yoti Sign.
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