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What is it?
For Yoti users: Hub is where you can s
 ee all your receipts from sharing your information.
https://hub.yoti.com
For organisations or individuals using Yoti: Hub is where you set up an account to create pages and
applications to request and receive information from individuals.
Individuals: https://hub.yoti.com/login
Organisations: https://hub.yoti.com/login-organisations
We have some FAQs on Yoti Hub here:
https://yoti.zendesk.com/hc/en-us/sections/115001255225-Hub
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Information collection and use
● We collect information to log you into Hub and to set up an account.
● We also use the information provided by organisations to carry out due diligence.

For users
Information

Use

Photo (Yoti app
attribute share)

To register you for an account with Yoti Hub and to login after that.
As this information is a Yoti app attribute, it is part of your app account and
so we keep it until you or we close the account and delete the information.

Remember Me ID

To register you for an account with Yoti Hub and to login after that.
This allows you to login without having to share any other details each time.
See the ‘Information sharing’ section of the Yoti app privacy policy for more
information.
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Sharing receipts

Organisations or individuals you share attributes with can download the
sharing receipts they receive. They can also delete the receipts. We continue
to store the receipts in our encrypted master receipt.

For individuals setting up pages and applications
Information

Use

Photo (Yoti app
attribute share)

To register you for an account with Yoti Hub and to login after that.
As this information is a Yoti app attribute, it is part of your app account and
so we keep it until you or we close the account and delete the information.

Remember Me ID

To register you for an account with Yoti Hub and to login after that.
This allows you to login without having to share all your other details each
time.
See the ‘Information sharing’ section of the Yoti app privacy policy for more
information.

Contact details

We ask for your email so that we can get in touch with you if there are
changes to our services that you need to know about.
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We also ask for a link to your 'contact us' page or your email so that users
can get in touch with you. They will see this information on your page /
application.
We are also able to view the pages and applications you set up to be able to
monitor them for T&C breaches.
We have some limits on the types of personal information you can request
from your users. If you would like the full range of personal information
attributes to be available, you will need to be an organisation and register
with us.

For organisations
Information

Use

Photo (Yoti app
attribute share)

To register you for an account with Yoti Hub and to login after that.
As this information is a Yoti app attribute, it is part of your app account and
so we keep it until you or we close the account and delete the information.
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Remember Me ID

To register you for an account with Yoti Hub and to login after that.
This allows you to login without having to share all your other details each
time.
See the ‘Information sharing’ section of the Yoti app privacy policy for more
information.

Name, date of birth,
email address and
mobile number

To set up your organisation account.
We request date of birth as part of our customer diligence, as you are able
to request various personal information attributes from your users. Asking
for a date of birth reduces the likelihood of fraudulent organisations being
created to harvest personal information.
We keep this information to register you as the person who set up the
organisation account. We may use the email and phone number if we need
to contact you.
We keep this information for five years from when you or we close the
account.
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Organisation details,
administrator and
director details, and
other relevant
contacts, such as for
billing or technical
information

To administer and update your account.
To send you account information and updates.
To confirm with the Director listed that the use of Yoti and the administrator
are authorised.
We keep the information for five years from when you or we close the
account.
We are also able to view the pages and applications you set up to be able to
monitor them for T&C breaches.

Billing
We use a third-party payment provider, Stripe, for invoicing and billing. We provide relevant
organisation and billing contact details, transaction and pricing information to Stripe for your account
so they can correctly invoice you. Where you have the opportunity to provide card details directly within
Hub, we do not store these and they are sent directly to Stripe.
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Information sharing
Users: if you share personal information using Yoti, the individual or organisation receiving that
information will use Hub to view the sharing receipts, and may choose to export the information into
their own systems.
Organisations setting up a Hub account: we may carry out due diligence which may involve checking
information you provide against third parties.

Back to top

10

Security and data location
We encrypt the sharing receipts you access through Hub and we store them in our UK data centre. Only
the parties involved in sharing and receiving the information can access them.
If you use Hub to set up an account to create pages and applications, we securely store some of the
information in the UK data centre, and some is in AWS EU data centres (soon to be moved to the UK
data centre). We encrypt some of the personal data, such as your name and email.
If we decide or are obliged to send or store your personal information in another country, we will
update this section to describe the protections we have put in place.
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Your rights and choices
Please see below for the rights that apply to Hub personal information.
Please send any rights requests to: p
 rivacy@yoti.com

Access rights
You are entitled to know what personal information we hold about you and to receive a copy of it.
For users
You can see all your sharing receipts in Hub and can get a copy by taking a screenshot or by using your
browser’s 'Save as' function. We are working on the ability to download receipts from within the app
instead.
If you have set up a page or application, you can access the information you provided at any time
within Hub. You can get a copy by taking a screenshot or by using your browser’s 'Save as' function.
For organisations
You can see the sharing receipts from your pages / applications in Hub and c
 an download them.
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You can access any contact details you provided at account set up in the Hub settings. You can get a
copy by taking a screenshot or by using your browser’s 'Save as' function.
For all
You log in by sharing attributes from the app, so you can access those at any time in the app, and get a
copy by using the download function in settings. We don’t store the login information on Hub.

Correction rights
You are entitled to correct personal information we hold about you that is inaccurate.
The sharing receipts you see in Hub are generated by information shares made using the Yoti app, so
they will be an accurate reflection of the share.
For individuals and organisations setting up an account, pages or applications: you provide all the
information so you can correct or update it at any time within Hub. However, if you want to edit the
details relating to the organisation you need to contact us on organisations@yoti.com
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Deletion rights
In certain circumstances you are entitled to ask us to delete the personal information we hold about
you.
If you want to close your account and delete your information, you can do so from within the app. You
may also find these FAQs helpful:
https://yoti.zendesk.com/hc/en-us/sections/202203845-Managing-my-Yoti-account
Users: if you have used Yoti to share details with a person or organisation, and you want them to delete
the information they hold about you that is stored in our Hub platform, please contact them directly.
Organisations and individuals setting up pages / applications: you can archive applications and you
can delete sharing receipts within Hub.

Objection rights
In certain circumstances you are entitled to object to Yoti processing your personal information.
There are unlikely to be any circumstances when this right applies to Hub personal information. If you
want to contact us about your objection rights, please email: privacy@yoti.com
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Restriction rights
In certain circumstances you are entitled to ask us to restrict our processing of your personal
information.
You can ask us to do this if:
● you dispute the accuracy of your personal information;
● our processing is unlawful but you prefer restriction to deletion;
● we no longer need the information but you need it for legal reasons; or
● you have objected to our processing and we are still dealing with this objection.
If you want to contact us about your restriction rights, please email: privacy@yoti.com

Portability rights
In certain circumstances, you are entitled to receive the personal information you have provided us in a
structured, commonly used and machine-readable format.
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This is only relevant to Hub for personal information you provided as part of setting up an organisation
account or to set up a page or application. You can get a copy of this information by emailing:
organisations@yoti.com

Complain to the ICO
You can also complain to the Information Commissioner's Office (ICO) who is responsible for making
sure that organisations comply with the law on handling personal information.
https://ico.org.uk/global/contact-us/
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Cookies
See the ‘Cookies’ heading in the ‘General’ section for more information on what they are, why we use
them, and what controls and choices you have.
Name of the cookie

Type of cookie

What we do with it

_ps

Strictly necessary cookie

Stores only a session ID (no
user data).

_csrf

Strictly necessary cookie

Security feature to prevent
account hijack.

xsrf-token

Strictly necessary cookie

Security feature to prevent
account hijack.

channel_id

Strictly necessary cookie

Used to identify which mobile to
communicate with.

refId

Strictly necessary cookie

Used with channel_id and is also
used to identify which mobile to
communicate with.

privateKeyPem

Strictly necessary cookie

Used for decrypting personal
information - no data from this
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cookie goes to Yoti.
devicePublicKey

Strictly necessary cookie

The public key of the phone that
was used to log in to Hub. Used
to securely communicate
between the phone and the
browser.

signedPublicKey

Strictly necessary cookie

To prove ownership of the
Public Key.

__stripe_mid

Strictly necessary cookie

Enables Stripe’s secure payment
systems for us to be able to
accept card details.

__stripe_sid

Strictly necessary cookie

Enables Stripe’s secure payment
systems for us to be able to
accept card details.

_ga

Performance cookie

(Google Analytics and Adwords)
Used to show us how users
arrive at and interact with our
website. It helps highlight areas
where we can improve and
shows us how successful our
marketing campaigns are.
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_gat

Performance cookie

Used by Google Analytics to
prevent attacks on their servers.

_gid

Performance cookie

Used by Google Analytics to
distinguish users from each
other.

scenarioName

Functionality cookie

This stores the latest flow that
the user has taken to log in to
Hub. Used to verify navigation.

yoti_ignoreCookieBanner

Functionality cookie

Stores the timestamp of when a
user has dismissed the cookie
banner so we don’t show it
again.

Back to top

19

Analytics
Understanding how people use Hub is essential. We need to know what’s working, and what isn’t, so
we can improve. As a business, we need to know how many people are using it, where they are in the
world, and which features are most popular.
We collect information about your device and your use of Yoti Hub using third-party analytics. We
de-identify and aggregate the information we collect so we can’t identify you personally. Unlike most
other companies, we don’t build individual profiles of the people who use Hub. We simply look for
trends and patterns to inform business decisions.
See the ‘Analytics’ heading in the ‘General’ section for information on what analytics are, why we use
them, and your choices.
See below for the specific analytics we use in Hub.
Google Analytics
The information is de-identified so that it is not associated with an identifiable user. The information
provides us with statistics on things like:
● numbers of users;
● browser version;
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● device make, model and operating system.
This information helps us prioritise and de-prioritise bug fixes for specific browsers and versions.
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Past versions
We changed how we present our privacy information in January 2019 to distinguish between general
information and product-specific information. You can find previous versions of the entire privacy
information under the ‘Past versions’ heading in the ‘General’ section. We will add here past versions of
the Hub privacy information if it has been updated.
14 January 2019
21 February 2019

What’s new
● We changed the name of Dashboard to Hub.
● Information collection and use: we have added information on the Remember Me ID we request at
registration and login, and added more information to explain why we need certain details when
you register an organisation.
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